Data Processing Agreement
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THIS DATA PROCESSING AGREEMENT (the "Agreement”) is made and entered into
as of [DATE] (the “Effective Date”) by and between [Company Name] located at
[Address] (“Controller’) and [name of Processor] (“Processor”) (individually, a “Party”;
collectively, the “Parties”).
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Article 1 - Definitions.
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1. The following terms have the meanings set out below:
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a. Personal Data: Means any Information relating to an identified or identifiable
natural person (‘data subject’); an identifiable natural person is one who can be
identified, directly or indirectly, in particular by reference to an identifier such as
a name, an identification number, location data, an online identifier or to one or
more factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of the natural person;

a. NAEHE - 55 2RISR A AN (B FRAMEE R ARE]

1A R NFERE BRI REBRBI A, Frpl 2@ 4 . SIS, (LERK
i, ELIMAFHEIMAST S B RAR SR, AR, I'E, K, £5F, beifts
) — NS S AR ER R RTIRA

b. Processing: Means any operation or set of operations which is performed on
personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination
or otherwise making available, alignment or combination, restriction, erasure, or
destruction;
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c. Controller: Means the natural or legal person, public authority, agency or other
body which, alone or jointly with others, determines the purposes and means of
the processing of personal data;
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d. Processor: Means a natural or legal person, public authority, agency or other
body which processes personal data on behalf of the controller;
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e. Sensitive Personal Data: Any Information revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, or trade union membership,
genetic data, biometric data, data concerning health or data concerning a natural
person's sex life or sexual orientation, or Information relating to criminal
convictions and offences;
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f. Approved Countries: Refers to the approved countries which by the European
Commission’s decision provide an adequate level of protection of EU citizen’s
personal data;
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g. Personal Data Breach: Means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, disclosure of, or access to, personal data
transmitted, stored or otherwise processed;
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h. Supervisory Authority: Means an independent public authority which is
established by a Member State pursuant to Article 51;
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i. Sub-processor: Any entity which processes Information on behalf of the
Processor.
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Article 2: Term.
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1.

The term of this Agreement (the “Term”) shall commence on the Effective Date
and continue until either party terminates the Agreement. Either party may
terminate this agreement for convenience 30 days after providing written notice
of termination.
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2. When tasks conferred on the Processor have been completed, the Processor | 5. g5zl TAAMA OIS, MR BIERBEE AN (PA) i
shall, at the Controller's written request, return files contalnlnq collected B, I EBYER e A SR (LTI GAT 0 U e B A 52 5 o
(personal) data and immediately destroy any copies of the Controller’s personal » JTAL I l Ao W ZRR R =
data. Copies of personal data that are included in the Processor’s back-up B9 NEHREIA, el NAEA NN IS 12 N A N, BRIERes 27 SO S B R A T K
routine must be removed by the Processor as soon as possible, at the latest ][
within 12 months after the termination of this Agreement, unless the Controller e
wants such data to be retained for a longer period of time.

3. The Processor shall declare, at the Controller’s request, that the data has bee,n 3. AP NIEHEHEERET, AU OBIEREIR, AR R R TS T4 AR
erased. If the Processor has engaged a Sub-processor, with the Controller’'s A e sk . o ) s e
permission, the Processor shall inform such Sub-processor of the instruction to ISEEPVERY |55 CTHNE N PN A3 P R N S 2 R N VN E S
erase data and instruct him to act in accordance with the provisions contained
herein.

Article 3: Purpose of Processing. 3% AFREEY,

1.

The purpose of processing of the categories of personal data as described in
Article 4 (Categories of Personal Data Involved) by the Processor is for [insert
here relevant purpose]. The same personal data may also be used by the
Processor for the sole purpose of [insert here relevant purpose, if appropriate].
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Article 4: Categories of Personal Data Involved.

B4 5% BRI ABKIREE,

1.

The category of personal data involved is solely related to Identifying
Information, namely:
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[complete list as appropriate/delete items as appropriate]

a. Individual name and last name; a. MAIEA

b. Company name; b. AFEIAFE;

c. Company address; c. ANwH|HiHE

d. Job function; d. TAEERfY -

e. Email address; e. EBT-HBEHIHE ;
f. f
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Article 5: Categories of Data Subjects Involved.
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1.

The Data Subjects involved are [insert relevant here; e.g. clients of [Company
Namel]].

1.
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Article 6: Rights of the Controller.
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1. The Controller, or the Controller's designee, has the right to audit and inspect
the Processor’s premises and policies to make sure the Processor complies with
the requirements in this Agreement.
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Article 7: Engagement of Sub-processors within the European Union
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1. The Processor is not permitted to engage the services of a Sub-processor in the
context of this agreement without the Controller's express prior permission in
writing.
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2. The Controller may make the engagement of a sub-processor for the 2. TEF RSB R A RTHEE T, e RIS 4 A B B T AT AN,
performance of this Agreement conditional on the fulfilment of certain
requirements.

3. A Sub-processor must give sufficient guarantees with respect to the use of 3. AYBAER A U A S B AR 4B R e 4 VR HE R4 RAE, DA RARYEA TN Al GDPR i
appropriate technical and organisational measures to ensure the processing B
takes place in accordance with this Agreement and the GDPR. AR,

4. Ifthe Processor has engaged a Sub-processor, the Processor shall be fully liable 4. WFPAFRH TG AR, A NI XS BT AR AT, (R, Al
for the fulfilment of all obligations. However, if the Controller has made it B “ . .
compulsory for the Processor to cooperate with certain Sub-processors for the S il ZR A EH G R 3 SR S AE AT AN P AERIARSS, NISAERE TE 75X X5 54
performance of the services agreed upon in this agreement, the Processor shall e
not be liable for such Sub-processors.

5. The Processor shall conclude a written agreement with the Sub-processor which 5. SAFRE R G4 RABREAT e B Y, HUE RS = 5 RBITFA NI FRABR & N B 4T 1 AH ]
imposes the same obligations on such third party as are imposed on the R
Processor under this Agreement, so that the Sub-processor is also bound by X35, flioy RAEAE thaz U HLE 20,
these provisions.

6. The Processor shall keep a list of Sub-processors which shall specify the 6. SN NARIE— R4, 8 Horh B B T B AT B,

activities to be carried out.

Article 8: Engagement of Sub-processor outside the European Union
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1. If the Processor wishes to process the personal data outside of the European
Union, it may do so in countries that are classified by the European Commission
as countries that provide an adequate level of protection as a result of additional
measures.
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2. The Processor may also process personal data outside the European Union in 2. BABRE IR ATIERR B 2 SNV A Fe AP AT A [E S A B/ AR, (L U /B e ) 21 B
countries without an adequate level of protection, only on the basis of written i e - e
explicit consent of the Controller or based on contractual clauses that enforce ffl 5 T [7) T AR AR S A B BRI IAA T 2 Bt R B 5 R S sl A T RA 2,
secure data processing according to the provisions in this Agreement.

3. A Sub-processor must give sufficient guarantees with respect to the use of 3. Ay RATRE AR B AR B D o PR FE A RE, DL AR IR AN A1 GDPR
appropriate technical and organisational measures to ensure that the processing o
takes place in accordance with the provisions of this Agreement and the GDPR. R T TSA B,

4. Ifthe Processor has engaged a Sub-processor, the Processor shall be fully liable 4, IBEAAFRETEE A AT N N A N BB A AL, (R, AN

for the fulfilment of all obligations. However, if the Controller has made it
compulsory for the Processor to cooperate with certain Sub-processors for the
performance of the services agreed upon in this agreement, the Processor shall
not be liable for such Sub-processors.
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5. The Processor shall conclude a written agreement with the Sub-processor which
imposes the same obligations on such third party as are imposed on the
Processor under this Agreement, so that the Sub-processor is also bound by
these provisions.
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6. The Processor shall keep a list of Sub-processors which shall specify the
activities to be carried out.
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Article 9: Processor’s Obligations.
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1. The Processor agrees and warrants that it will:

1.
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a. Only process personal data in accordance with this Agreement and the
Controller's documented instructions.
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b. Process personal data in accordance with the EU GDPR and with the privacy
and security laws and regulations in the Member State in which it is
established.

RAEEREL GDPR LA AT AT (LR B 53 [E B BRRA RN 22 A IEHEFNTA LA BEAS N K,

c. Not transfer personal data to another organisation without the Controller’s
documented approval.
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d. Implement appropriate technical, physical, and organisational security
measures to reasonably ensure the confidentiality, integrity, and availability
of personal data processed pursuant to this Agreement.
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e. Not use a Sub-processor to process personal received from the Controller
without documented approval from the Controller in accordance with Articles
7 and 8 of this Agreement. If the Controller provides documented approval
for the Data Processor to use a Sub-processor to process personal data,
then the Sub-processor must provide the Controller with written proof that it
will comply with Article 9. Processor’s Obligations, and Article 10.
Confidentiality as if it were a Data Processor.
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f. Notify the Controller when any law or legal requirement prevents the
Processor from fulfilling its obligations under this Agreement, or from
complying with the Controller’s instructions. In either situation, Controller
may suspend the processing of personal data by the Processor and may
terminate any further processing pursuant to this Agreement.
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g. Maintain internal records of all processing activities conducted on behalf of
the Controller. Ata minimum, such records will list the categories of personal
data the Processor processes pursuant to this Agreement and the methods
used to reasonably preserve the confidentiality, integrity, and accessibility of
such personal data.
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h. Make available to the Controller all information necessary to demonstrate
the Processor's compliance with its obligations under this Agreement. The
Processor shall permit, and contribute to, audits and inspections conducted
by the Controller or any auditor appointed by the Controller for the purposes
of verifying the Processor's compliance with its obligations under this
Agreement.
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2. Immediately notify the Controller, in writing, of the following:
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a. A Data Subject’s request to access, rectify, erase, transport, object to, or

! _ a. HEEMaERIpE, FiE, WBR, EEATIIN A4 AN BdE s 3T SRR
restrict personal data processed pursuant to this Agreement; . 5
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b. Any request or complaint received from the Data Controller’s customers b. B KR % P a8 R T S R 8 R
or employees;
c. Any question, complaint, investigation, or other inquiry from a c. WASHUEHRHUT(IOE ., RS TFErEESEn DK
Supervisory Authority; and
d. Any request for disclosure of personal data from a public entity related d. AL H BERAA B AR AN TR T A AR BRA (A1 R/ A
in any way to Data Processor’s processing of personal data under this 5 -
Agreement. B EiE K,
e. The Processor will assist the Data Controller in fulfilling its obligations e. BAFRLE TN IR S BTN SS, LAEIR T (a)-(d) B,
to respond to (a)-(d) above.
f. Cooperate with the Controller to comply with local and regional privacy £ ER O ST X H R HE X BRRL e AR v 3 DL R AN,
and security laws and regulations and this Agreement.
g. Upon termination of this Agreement or upon the Controller's request to g. AP Ik Jm e # SR M BREOE A AN BT, SABEA RAREA TN

delete or return personal, the Processor will delete or return existing
copies of personal data within 12 months in accordance with Article 2(2)
— (3) (Term) of this Agreement, unless local law requires storage of the
personal data. In instances where local law requires the Processor to
store personal data, the Data Processor will protect the confidentiality,
integrity, and accessibility of the data; will not actively process the
personal data anymore; and will continue to comply with this Agreement.
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Article 10: Confidentiality.

10 & : RE,

1. By virtue of Article 34(4) of the GDPR, the Processor, its staff and third parties 1. tRYE GDPR % 34(4) &, AEE KR TFEMOOE =77 X T3RE S rTREFR N a0 AL HE
engaged by it are subject to an obligation of secrecy with respect to the personal vy A
data that come or may have come to their knowledge. A R X5

2. All personal data subject to this Agreement is confidential. In connection with 2. AR FRFTA AN NS s M, e T AN B TT, T —F (ks &
the performance of this Agreement, either Party (each a “Recipient”’) may have N ] ] o . 3 - B
access to or be provided with confidential personal data of the other Party (the BRI detzlin —77 (Y ") MRS NEdE, ST (FTRHEEE T 00 NEdie A T
“Discloser”). The Recipient shall use the personal data of the Discloser solely JBIFAMN, 20T HREIF S A B B 440 T BT A TN T 3235 5 A A KRRk /7
in connection with the performance of this Agreement. The Recipient shall limit N e
its disclosure of the personal data to Recipient's directors, officers, and EHF mEMRT,
employees that need such personal data pursuant to this Agreement.

3. The Recipient is responsible for compliance with the terms and conditions of this 3. B FRYREESR. S8 Ma Tsr A NN Sk S S I s,
Agreement by its directors, officers, and employees.

4. The Recipient will protect the personal data from unauthorized use, access, or

disclosure in the same manner as the Recipient protects its own confidential
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personal data of a similar nature but in any event with no less than reasonable
care.

5. The Recipient shall certify the destruction of all copies of the Discloser’s personal
data upon request of the Discloser, with the exception that the Recipient may
maintain one copy of the Discloser’s personal data solely to the extent necessary
for the Recipient to comply with laws or regulations applicable to such Recipient
(and the Recipient shall destroy such retained personal data of Discloser after
the legal or regulatory retention period expires or otherwise no longer exists).
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6. The Recipient’s obligations under this section shall continue for a period of 12
months after the expiration or termination of this Agreement.
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Article 11: Liability.
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1. Subject to the next paragraph and its subsections, neither Party will be liable to
the other for any consequential, special, exemplary, or punitive damages
(including damages for loss of data, revenue, and/or profits) whether
foreseeable, or unforeseeable, arising out of this Agreement regardless of
whether the liability is based on breach of contract, tort, strict liability, breach of
warranties or otherwise.
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2. The limitations on liability set forth above do not apply to liability arising from:

2. EIRSHEBRAIAE A T LU AT

a. the Processor’s and Sub-processor’s duty to indemnify the Controller for third-
party claims under this Agreement;
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b. the Processor’s or the Sub-processor’s breach of Article 9 (Processor’s
Obligations) or Article 10 (Confidentiality) under this Agreement; or
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c. Fraud.

c. MRE,

Article 12: Indemnification.
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1. The Processor will defend, indemnify, and hold the Controller, its affiliates, and
their respective successors, directors, officers, employees, and agents harmless
from and against all claims, actions, demands, or legal proceedings of any kind
for all damages, taxes, penalties, fines, costs, losses, liabilities, and fees
(including attorney fees) incurred by the Processor's or Sub-processor’s
negligent or willful acts or omissions that violate the terms of this Agreement.
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Representative of Controller PEHIF AR
Signature ea
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Date

EE%

Representative of Processor R
Signature &4

Date H 1]
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