Data Breach Event Response Framework
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The GDPR defines a personal data breach as “a breach of security leading to the
accidental or unlawful destruction, loss, alteration, unauthorized disclosure of, or
access to, personal data transmitted, stored or otherwise processed.” (Article
4(12)).
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The following document outlines the step-by-step framework for how [Company
Name], when acting as Data Controller, will handle a personal data breach. It is to
be used in conjunction with the Data Event Report in which specific details of the
breach will be outlined, as well as the remedial measures taken to minimise the risk
to data subjects.
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Discovery Phase
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Step 1: Data breach occurs.
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Step 2a: Data breach is discovered by an internal or external source.

IR 2a 1 INHSESM IR TSR,

Step 2b: Internal source reports the data breach to the Data Event Coordinator,
[insert name here].
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Step 2c: External source reports the data breach to an internal source at [Company
Name] by contacting [e.g. privacy@[Company Name].com] and that internal source
reports the data breach to the Data Event Coordinator.

H IR 2c ¢ HNER SR BE R 4N : privacy@[Company Name].com] S5t Z23Rk
28 [IANEIZ R BIPNERSRIR,  SRTE PN SRR i 82 1 15 8 X s - hE 52,

Step 2d: The Data Event Coordinator completes a preliminary version of the Data
Event Report.

AR 2d - BAEF I 55T AU S R

Reporting Phase
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Step 3a: All relevant [Company Name] employees are to be interviewed about their
knowledge of the data breach in order to gather as much information about the
event as possible.
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Step 3b: The Data Event Coordinator, together with [Company Name]’s IT team
and relevant employees, shall continue gathering facts about the data breach in
order to find its source.
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Step 4a: Under the GDPR, there is an obligation to report the data breach to the
relevant Supervisory Authority. This shall be done within 72 hours of the time of
discovery of the data breach.
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Step 4b: The data breach notification to the Supervisory Authority shall include the
following information: description of the nature of the personal data breach;
categories of data affected; the number of persons affected by the violation; the
name and contact details of the point of contact from whom additional information
can be obtained; specifics on the measures taken or to be taken to remedy the
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breach including, where appropriate, measures taken to mitigate negative F i
consequences.
Step 4c: Any new information gained after the report has been submitted to the | g1z 4. . IF] U A B 42 3R 25 I SR B T2 B E R T 5 SR A5 48 W A5 Bl
Supervisory Authority, shall also be submitted to the Authority as soon as )

discovered.

Step 5: Where the data breach causes a high risk for data subjects, the data
controllers may also have to inform, in simple and clear terms, the users affected
by the incident, unless the controller has taken prior or subsequent technical or
organisational measures. In this instance, the Data Event Coordinator, together with
[Company Name]'s legal counsel, shall draft a notice that complies with these
notification obligations. The Supervisory Authority will advise on whether such a
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communication shall be released to data subjects, based on an assessment of the | 3y

risk incurred.
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Step 5a: The [Company Name] security and IT team shall address the network | -1 55 - [ATI46FR] 224 T BBARIAR SR iR SR &2 20, H4H X
security issues raised by the data breach and ensure the security of data in light of R

the event.

Step 5b: The Data Event Coordinator and [Company Name] senior management
shall determine corrective actions for employees who may have contributed to the
Data Event.
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Step 6: The Data Event Coordinator shall finalise the Data Event Report, including
post-event follow up items, and including any and all relevant facts related to the
data breach. The Report shall be documented and stored for evidence and
reference.
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Step 7: [Company Name] shall implement all remedial actions to minimise the
impact of the data breach.
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